National Security Law and International Law of
Armed Conflict (LOAC) Training Course

Professional Development Training Course Outline

Category Defense and Security Duration 5 Days

Online / On-site

Base Fee $1,100 USD Delivery Mode )
Hybrid

Course Introduction

National Security Law and the International Law of Armed Conflict (LOAC) are essential pillars in
maintaining the balance between state security, military operations, and human rights protection. National
Security Law and International Law of Armed Conflict (LOAC) Training Course provides a comprehensive
overview of legal frameworks governing national defense, counterterrorism, cyber operations, intelligence,
and military engagements, emphasizing the intersection of domestic legislation and international
obligations. Participants will gain advanced understanding of state authority, the scope of powers under
national security law, and the rules of armed conflict, including the conduct of hostilities, protection of
civilians, treatment of detainees, and lawful targeting principles. Through case studies and real-world
applications, learners will enhance their capability to operate within legal boundaries while ensuring
operational effectiveness and accountability.

The training explores contemporary challenges in implementing LOAC principles, addressing hybrid
warfare, cyber operations, and emerging security threats. Participants will examine obligations under the
Geneva Conventions, customary international law, and human rights treaties while understanding the
implications of national security policies on operational planning and decision-making. By integrating theory,
legal analysis, and practical exercises, the course equips security professionals, military officers, legal
advisors, and policymakers with the tools to navigate complex legal environments, mitigate risks, and
uphold ethical standards during armed operations and national security initiatives.

Programme Curriculum

National Security Law and International Law of Armed Conflict (LOAC) Training Course

Introduction



National Security Law and the International Law of Armed Conflict (LOAC) are essential pillars in maintaining
the balance between state security, military operations, and human rights protection. National Security Law and
International Law of Armed Conflict (LOAC) Training Course provides a comprehensive overview of legal
frameworks governing national defense, counterterrorism, cyber operations, intelligence, and military
engagements, emphasizing the intersection of domestic legislation and international obligations. Participants
will gain advanced understanding of state authority, the scope of powers under national security law, and the
rules of armed conflict, including the conduct of hostilities, protection of civilians, treatment of detainees, and
lawful targeting principles. Through case studies and real-world applications, learners will enhance their
capability to operate within legal boundaries while ensuring operational effectiveness and accountability.

The training explores contemporary challenges in implementing LOAC principles, addressing hybrid warfare,
cyber operations, and emerging security threats. Participants will examine obligations under the Geneva
Conventions, customary international law, and human rights treaties while understanding the implications of
national security policies on operational planning and decision-making. By integrating theory, legal analysis,
and practical exercises, the course equips security professionals, military officers, legal advisors, and
policymakers with the tools to navigate complex legal environments, mitigate risks, and uphold ethical
standards during armed operations and national security initiatives.

Course Objectives

Understand the scope and principles of national security law.

Interpret domestic legislation governing intelligence, defense, and emergency powers.
Analyze the Geneva Conventions and Additional Protocols in LOAC.

Apply principles of distinction, proportionality, and military necessity in operations.
Evaluate the legal treatment of prisoners of war and detainees.

Identify rules regarding targeting, occupation, and protection of civilians.

Assess obligations under international human rights law during armed conflict.
Examine state responsibilities in counterterrorism and counterinsurgency operations.
Understand the legal framework for cyber operations and emerging threats.
Integrate legal compliance into operational planning and decision-making.

. Analyze case law and precedents in national security and LOAC.

. Develop strategies for mitigating legal and operational risks.

. Foster ethical leadership and accountability in security and military operations.
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Organizational Benefits

e Strengthened compliance with national security and LOAC obligations

e Reduced legal and operational risks in military and security operations

e Enhanced operational planning aligned with legal and ethical standards

e Improved capacity to protect civilians and vulnerable populations

e Stronger organizational reputation for lawful and responsible operations

e Better decision-making in intelligence, counterterrorism, and military engagements
¢ Increased awareness of cyber and hybrid warfare legal considerations

o Effective integration of international law into national security frameworks

e Enhanced professional development and legal literacy among staff

o Ability to respond to legal challenges and accountability inquiries

Target Audiences

o Military officers and defense personnel



National security and intelligence professionals
Legal advisors and compliance officers
Policymakers and government officials
Counterterrorism and law enforcement agencies
Human rights and humanitarian law specialists
Academics and researchers in security law

¢ Crisis management and emergency response teams

Course Duration: 10 days
Course Modules
Module 1: Foundations of National Security Law

¢ Introduction to national security legal frameworks

Constitutional powers and emergency legislation

Overview of domestic security agencies and their mandates

Legal boundaries of surveillance and intelligence collection

Balancing security imperatives with civil liberties
e Case Study: Legal challenges in implementing national security measures

Module 2: Principles of the Law of Armed Conflict

e Historical development of LOAC

Sources of LOAC: treaties, customary law, and judicial decisions
Core principles: distinction, proportionality, necessity

Legal obligations for combatants and non-combatants
Enforcement mechanisms and accountability

e Case Study: Compliance with LOAC during a regional conflict

Module 3: Geneva Conventions and Additional Protocols

e Overview of the four Geneva Conventions

Common Articles and their applicability

Protections for wounded, sick, and shipwrecked personnel

Civilians and occupied territories

Implementation challenges in modern warfare

Case Study: Application of Geneva Conventions in UN peacekeeping missions

Module 4: Conduct of Hostilities and Targeting

e Targeting principles under LOAC
Prohibited weapons and methods of warfare
Assessing proportionality and military necessity

Measures to minimize civilian harm

Recording and documenting targeting decisions

Case Study: Lawful vs unlawful targeting in recent military operations
Module 5: Treatment of Prisoners of War and Detainees

e Rights and protections under the Geneva Conventions
e Conditions of detention and humane treatment



Repatriation and release obligations

Legal accountability for mistreatment

Distinction between lawful combatants and unlawful actors
Case Study: POW treatment during international conflicts

Module 6: Protection of Civilians and Humanitarian Law

e Obligations to protect civilians in conflict zones

Humanitarian access and aid delivery

Use of safe zones and civilian shelters

Enforcement of laws prohibiting civilian targeting
Documentation and reporting obligations

Case Study: Civilian protection measures during urban warfare

Module 7: International Human Rights Law in Armed Conflict

e Intersection of human rights law and LOAC

Continuity of human rights during armed conflict

Limitations and derogations under emergency law

Protections for vulnerable populations

Legal remedies for violations

Case Study: Human rights compliance in counterinsurgency operations

Module 8: Counterterrorism and National Security Operations

o Legal definitions of terrorism and terrorist acts

e Domestic and international counterterrorism frameworks

Security operations and proportionality

Intelligence collection and surveillance laws

Oversight and accountability mechanisms

e Case Study: Legal analysis of counterterrorism operations in urban areas

Module 9: Cyber Operations and Emerging Threats

LOAC applicability to cyber warfare

Legal frameworks for cyber attacks on military targets

Defending critical infrastructure under national security law

Cyber threat mitigation and compliance

Ethical considerations in offensive cyber operations

e Case Study: Cyber operation compliance in a state-sponsored scenario

Module 10: Occupation Law and Governance

e Legal status of occupied territories

Administration of civil affairs during occupation

Responsibilities for public order and essential services

Protection of property and cultural heritage

Accountability for occupation violations

e Case Study: Governance and legal obligations during a military occupation

Module 11: Rules on Prohibited Weapons and Methods



Overview of banned weapons under international law
Legal consequences for prohibited methods
Verification and enforcement mechanisms

Compliance in conventional and unconventional warfare
Integrating prohibited weapon rules into operational planning
e Case Study: Use of prohibited weapons and international legal response

Module 12: Accountability and International Tribunals

o National vs international accountability mechanisms
Role of International Criminal Court (ICC)
War crimes, crimes against humanity, and genocide

Investigations, trials, and sanctions
e Documentation and evidence collection standards
e Case Study: Tribunal proceedings for LOAC violations

Module 13: Legal Risk Management in Military Operations

¢ Identifying legal risks in operations and planning
Mitigation strategies for compliance

Integration of legal advisors in operational planning

Documentation and reporting for accountability

Training and capacity building for personnel
Case Study: Legal risk management during multinational exercises

Module 14: Leadership, Ethics, and Professional Responsibility

¢ Ethical decision-making under national security law
Responsibilities of commanders and policymakers
Balancing operational effectiveness and legal compliance
Accountability culture in armed forces

Ethical dilemmas in high-risk operations

Case Study: Command responsibility in conflict scenarios

Module 15: Contemporary Challenges and Case Studies in LOAC

o Hybrid warfare and asymmetrical conflicts

Application of LOAC in urban and cyber warfare

Emerging threats and technological impacts on compliance
Integrating lessons into national and international frameworks

Best practices for operational planning and legal review

Case Study: Implementation of LOAC principles in modern conflicts

Training Methodology

¢ Instructor-led presentations and interactive lectures

Case study analysis of historical and contemporary conflicts
Group exercises, scenario simulations, and role-play

Legal drafting and operational compliance workshops
Peer-to-peer discussions and policy review exercises
Assessment exercises, feedback sessions, and action planning



Register as a group from 3 participants for a Discount

Send us an email: info@fineskilltrainingcenter.com or call +254769199797

Certification

Upon successful completion of this training, participants will be issued with a globally- recognized certificate.
Tailor-Made Course

We also offer tailor-made courses based on your needs.

Key Notes

a. The participant must be conversant with English.

b. Upon completion of training the participant will be issued with an Authorized Training Certificate

c. Course duration is flexible and the contents can be modified to fit any number of days.

d. The course fee includes facilitation training materials, 2 coffee breaks, buffet lunch and A Certificate upon
successful completion of Training.

e. One-year post-training support Consultation and Coaching provided after the course.

f. Payment should be done at least a week before commence of the training, to FINESKILL TRAINING
CENTER account, as indicated in the invoice so as to enable us prepare better for you.

Upcoming Scheduled Sessions

Start Date End Date Location Price

10 Aug 2026 14 Aug 2026 Online $1,100
17 Aug 2026 21 Aug 2026 Online $1,100
24 Aug 2026 28 Aug 2026 Online $1,100
31 Aug 2026 04 Sep 2026 Online $1,100
07 Sep 2026 11 Sep 2026 Online $1,100
14 Sep 2026 18 Sep 2026 Online $1,100
21 Sep 2026 25 Sep 2026 Online $1,100

28 Sep 2026 02 Oct 2026 Online $1,100
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Ready to enroll or request a customized program? Book online or contact us:

Register Online Now

Email: info@fineskilltrainingcenter.com | Website: www.fineskilltrainingcenter.com


https://www.fineskilltrainingcenter.com/courses/national-security-law-and-international-law-of-armed-conflict-loac-training-course

